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WiseMo develops software for remote control between computers and devices, for example
between PCs, Servers, Mac computers, Smartphones, Tablets, and other handheld or un -attended
devices.

The WiseMo Guest module runs on the computer or device from where you want to access and

take remote control of other computers and devices. The WiseMo Host module runs on computers
and devices to prepare them for access by users with a WiseMo Guest module. The Guest and Host
modules are available on various platforms and operating systems.

WiseMo myCloud is a web based service by WiseMo, where you get your own domain, which

groups your Guest and Host modules together, so your Guest modules easily can access you r Host
modules via the Internet without having to configure firewalls, proxies or routers. Connectivity is
done via a secure web  -based solution consisting of a distributed network of Connection Servers
(CS) routing traffic between Guests (G) and Hosts (H) solving connectivity in the Cloud.
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WiseMo my Cloud also provides you with Browser based Guest functionality and Deployment

options for easy deployment of Guest and Host modules. You can create multiple User Accounts for

your domain so multiple users can access the myCloud doma in. You can assign different roles to
such User Accounts.

WiseMo myCloud is a subscription based service, where you pay based on the number of Hosts

that becomes part of your domain, while you can have as many Guest modules connected to your

domain, as yo u like. myCloud enabled Guests can connect to Hosts via myCloud connectivity over

the Internet , but also directly using TCP/IP on your own managed network , in which case data is
NOT transferred via _myCloud / the Internet !

An easy way to use myCloud for co nnectivity over the Internet is to deploy Guest and Host
modules from your myCloud domain, as the modules will then be pre -configured for myCloud
connectivity, and ready to run with the least possible configuration needed.

WiseMo develops cloud based and premises based remote control software for use
-‘ between computers and devices, e.g. between PCs, Servers, Mac, Smartphones,
\‘\\ \ Tablets, and other handheld or un -attended devices. Our cross platform solutions target
the commercial and i ndustrial remote support and management (RSM) market .

For more information, see WWW.wisemo.com



http://www.wisemo.com/

1. Start working with myCloud

To start working with myCloud you should go to http s:/Imycloud.wisemo.com and create your own
myCloud domain. Follow the Create _a domain _ guide below.

After you have created your own domain, you can use it for deployment of the Guest and/or Host
modules. Follow the  Deploy modules  guide below.

WiseMo myCloud has a built  -in Browser based Guest module, so you need on ly to deploy Host
modules to start enjoying the benefit s of WiseMo myCloud. In addition to the Browser Guest, you
can also deploy and use our Mobile and Desktop Guest modules, for example if you like to access

Hosts from your Smartphone or Tablet or from o ur installable Guest module for Windows PCs.

When the modules are deployed you can start using the myCloud service for connections between
Guests and Hosts. Please follow the Connect via myCloud _ guide below.

2. Create a domain

Follow the guide below to create your own myCloud domain:

1. Open an internet browser and go to https://mycloud.wisemo.com . The following page will open:

wMwisemo

Please enter your user name and password. Your user name will usually be your email address.

[ Sign in ]

If two-factor authentication is enabled for your account, please enter the verification code

shown by the authenticator app as well. Go to "Settings | My profile” to configure two-factor
authentication when you have logged in.

User name:

name@example.com

Password:

Two-factor verification code:
6 digits, leave empty if not configured

Forgot your password?

Can't access your two-factor verification code?

|| Remember me on this computer

@ If you are a new user you can create a new domain.

© 2010 - 2018 WiseMo A/S . Remote Control Software for PCs, Mac, Mobile and Embedded systems | Privacy

Note

When you create your own myCloud domain a User account is also created. This first User account

will initially belong to the Administrator role and will be used as the primary contact for the

domain. Additional user accounts can be created later, so you can provide multiple users  with
access to your domain. There can also be multiple Administrator accounts; however one has to be
the primary administrator account.
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2. Click on the link  create a new domain. The following page will  open:

wWwisemo

Create new domain

Welcome to WiseMo myCloud —cloud and premises based Remote Control software

First you need to create your own myCloud remote control domain. The domain groups together WiseMo
Guest and Host modules installed on your PCs, Mac, Smartphones and other mobile devices. It provides
you with download links, to easily deploy Guest and Host modules to your computers, and it permits you
to invite others to join your domain. It also allows you to browse pricing options, available to you after
expiration of the free 30 days trial period.

A domain must have a unigue domain name and at least one user, who is the domain administrator.

Domain information

. ®
Domain name:

The Domsin name is used as part of the communication settings for the WiseMo Guest and Host software. It
must be unigue and minimum 3 characters. Characters accepted: alphanumeric characters, underscore (),
hyphen (-).

Country: !

| select country v

Time zone:~

| (GMT+01:00) Amsterdam, Berlin, Bern. Rom, Stackholm, v |

Domain administrator account

Email:”

The email agdress is used for sending an activation link and it also serves as your User name, during sign-in to

3. Fill-in the form:

Note
After a trial period ~ Wise Mo myCloud is a payable service you can subscribe to

The primary contact of the domain is the contact person who will be contacted with billing
information or other important domain specific information.

Domain name * Specify a name of your own choice. It can for example be the

company name or your last name. The domain name must be

unique. Ifthename  entered i sndét unique you wil|
until it is unique.

The domain name is part of the myCloud communicatio n settings
of the WiseMo Guest and Host software.

A domain name must be at least 3 characters.

Country * Select the country where you live.

Time zone * Specify your time zone. The User Interface will show the time
adjusted to the time zone.

Email * Specif y your email address. This email address is used as your
User name when logging on to your myCloud domain.

It is also used to send you an initial activation link, so make sure
the email address you specify will deliver you the emails sent to it.
The email is also used by WiseMo for contacting you with
information about your domain, like billing and expiry
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First name * Specify first name(s).

Last name * Specify last name.
Contact phone Specify a contact phone number.
Password * Specify a password. The password is used together with the email

laddress as your User account credentials when logging on to the
myCloud domain.

Confirm password * Confirm the password.
All fields except Contact p  hone are mandatory. They are marked with *,
4. Enter the CAPTCHA in the field (note that letters are not case -sensitive). This  is to ensure the

form is created by a person, and not  automatically by a computer:

Type the characters you see in the picture below:
I g

._'1 'ﬁ"& = N ]

e ¥ X N

Clicl the picture for different image,
Lellers are not case-sensitive,

5. Click on the Create new domain button.
6. A message that the domain is created successfully will be shown:

If this message does not

appear then verify that all

fields are filled out correctly f
not, problematic fields are
highlighted with red.

Domain created successfully

Thank you fer ¢choosing WiseMo!

To complete the registration you need to follow the link in the verification mail sent to your email account.

Back to Sign-In

When the domainis  successfully created , an email to prove your authenticity will be sent to the
email address you specified.

7. Check that you have received the email. If you have not received it wi thin a couple of minutes,
check if it has been caught by your spam filter.

wWMWisemo

Hello soren andersen

You are receiving this email because you (or someone who typed in your email address) recently created a new domain, spa
test, at WiseMo Remote Support and Management using this email address.

To activate your domain visit the following link:
Activate Domain

The URL to activate your domain is hitps:/mvcloud wisemo.com/Tsm/Domain/Activate?code=f1c382¢6-58ef-43ad-bab7-
411fbee796da. If the link doesn't work, cut and paste the link into vour web browser.

This link is valid till February 09, 2016 15:00. Activating it gives you a 30 days free trial.

Please do not reply to this message. If you believe that vou are receiving this email in error simply ignore this email and we will
not enable the registration and not use this copy of your e-mail address further, except that our support might manually contact
vou to ask what went wrong.

If vou have access problems or want to report other issues, please use Contact Us.
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10.

11.

Follow the link specified in the
email to activate the account,
and you should see the
following message.

An email will also be sent to
confirm the activation.

Click on the Back to Sign -in
button. Fill in the sign  -in form ,
entering the email address as
user name and the password

that you specified during

domain creation. Click on the

Sign in button.

You are now logged into your
myCloud domain console
where va rious settings can be
maintained and modules can
be deployed.

The first task would normally

be to deploy a Host module to
your remote computer /

device.

Domain activated successfully

Your domain has been activated. You can now sign in with your user name and password.
Your user name will usually be the e-mail address you signed up with.

Back to Sign-In

Please enter your user name and password. Your user name will usually be your email address. If two-
factor authentication is enabled for your account, please enter the verification code shown by the
authenticator app as well. Go to "Settings | My profile” to configure two-factor authentication when you
have logged in.

User name:

name@example.com

Password:

Two-factor verification code:
6 digits, leave empty if not configured

Forgot your password?
Can't access your two-factor verification code?

|| Remember me on this computer

Please see next paragraph for deployment.

No hosts online

W\WMWisemo o st

Subscription usage: 0 of 5 hosts Download

Subscription

Setiings

Host Name User Name Status Subscription status H ost

Display: all | online | offline

‘You have no online hosts.

~ If you are using myCloud for the first time you will have to deploy Host modules remotely.
¥ to the computers or mobile devices you want to remotely manage. read more »

If you already have WiseMo Host modules installed, try one of the following:

sh this list to check if any computer or device is already online. store.

. sure the computer or mobile device is connected to the internet and the installed & Mac Host e
Host module is running. 2 Mobile Host GOME

« Verify the WiseMo Host medule is configured for connection to this myCloud domain. 2 Wwindows Host @R
read more =

Still no hosts online? Contact our support. | smmseERRe

A Host must be installed on computers
or mobile devices you want to manage

v Android Host =B
For Android devices.
Auvailable on the Google Play™

Add configuration @

N I R I

Displaying items 0 - 0 of 0

? User's Guide.

~ To learn more about how to use myCloud, please refer the following guide myCloud Download

Guest

With the Guest program you can
remotely manage computers and mobile
devices with Hosts installed. You can
download and install a Guest or run it
via the Guest tab above.

| i0S Guest B
For iPad, iPhone and iPod touch.
Available on the App Store.

[] Android Guest =) @

For Android 4+ devices.
Available on the Google Play™
store.

& Windows Guest & Wl
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3. Deploy modules

Deployment of modules from your myCloud domain is done via deployment packages. A package
includes installation files for ~ a Guest or Host module , pre -configured myCloud configuration
settings , an applied license key, and other default settings.

To de ploy m odules (Guest and/or Host ), login to your domain on the http s://mycloud.wisemo.com
site and go to the Deploy tab. Here you will find links for deploying Guests and Hosts:

- Download Download

Host Guest

A Host must be installed on computers
or mobile devices you want to manage

With the Guest program you can
remotely manage computers and mobile

remotely. devices with Hosts installed. You can

1 Android Host o download and install a Guest or run it
mevicea - via the Guest tab above.
Available on the Google Play™ [ i0S Guest -
store. i For iPad, iPhone and iPod touch.

= Mac Host W '5/' L] Available on the App Store.

= Mobile Host GowE »| Android Guest e |

= Windows Host i @) [ For Android 4+ devices.

Available on the Google Play™

Add configuration @ store. )
""""""""""" * Windows Guest o 0% [
The download sections for Guest and Host
shows a list of deployment packages. One Add_configuration &
button is shown to the left of the deployment
packages and more buttons are shown to the right. The buttons have the following meaning S:
+ | Download the deployment package to the computer or device you are sitting at.

Send an email with  the deployment link to one or more email addresses.

i | Edit the deployment package.

%) |Delete the deployment package.

Send a link for the installation package directly to a mobile phone via an SMS (TEXT).
Available for packages for mobile platforms.

R

»| |Goto Google Play to install the module to your Android device. It is not pre -configured for
myCloud connectivity , but you can easily signitinto myCloud via its user interface

Notice, the Host module for Android may also be downloaded from your myCloud  domain
via the Mobile Host deployment package . The Host will then be pre  -configured for
myCloud , buty our device must then permit installation of non app - store apps.

Goto Apple App Storeto install the module to your iPhone or iPad .Itisnotpre -

= . S L . . .
configured for myCloud , but you can easily sign it into myCloud via its user interface
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Your domain comes with pre  -configured deployment packages for those mobile and desktop
platforms that can be downloaded directly from WiseMo. IF downl oading from an app store, such
modules need to be signed in to the myCloud domain after installation

For modules not downloaded from an App store, you can configure your own deployment packages
by clicking Add configuration and upload ing a customized configuration file. If you have
purchased a perpetual license key , you can also specify the license key here .

Guest and Host modules do not require a perpetual license to run but will work for both myCloud
connectivity and for direct TCP/IP connectivity between Guest and Host module s, as long as the
modules are on -line with a myCloud domain. A perpetual license key may be applied if direct

TCP/IP connectivity is needed when Internet connectivity is not poss ible or desired .

Note

You can send a deployment link to anyone who will need the module. For a description of how to
send a deployment link, please refer to the Send deployment link  chapter below.

When you for example  click the Mobile Host  link a download page will be shown:

WMWIS@AMO Installation

Download WiseMo Host for Mobile OS

The WiseMo Host allows your mobile device to be remotely controlled by computers running a

WiseMo Guest program.

Note: Your mobile device must be connected to the internet during the installation.

All downloads

Android 8.x, 7.x, 6.x, 5.x, 4.x, and some 2.3

Remote Desktop is supported depending on device manufacturer, e.g. Samsung, Sony, LG,
CyanogenMod devices, and devices with root access. For more details, click here.

Installation of non-market applications should be allowed on the phone (otherwise the Host can be
downloaded and installed from Google Play) MSI (12.89Mb) | APK (4.29Mb)

Windows Mobile 5.0 for PocketPC

Windows Mobile 6.0, 6.1, 6.5 Professional or Classic

Windows Mobile 6.5 Handheld

Devices with touchscreens MSI (9.66Mb) | CAB (2.92Mb)

Windows Mobile 5.0 for Smartphone
Windows Mobile 6.0, 6.1, 6.5 Standard
Devices without touchscreens MSI (9.66Mb) | CAB (2.92Mb)

Windows CE 5, 6 and Embedded Compact 7 (ARM/PXA/Cortex)
Requires WinINet, MS XML, WinSock, CAB installer, Common Controls CAB (3.00Mb)

Windows CE 5, 6 and Embedded Compact 7 (x86)
Requires WinINet, MS XML, WinSock, CAB installer, Common Controls CAB (2.34Mb)

Windows Embedded Compact 2013 (ARM/PXA/Cortex)

Daoniir, WinThior RIS WK \WfinGn CAR inctollor Corarann Condenl CABR 2 ANEMBY
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Find the applicable mobile platform in the list and click on the MSI , or CAB/APK link to download
the corresponding. MSI , .CAB or .APK -file.

If you are not sure exactly what platform your device is running or if you want to avoid the

procedure of connecting your device to a Windows PC where .MSI or .CAB/.APK -files are saved,
you can download the deployment package directly to your device. Log -in to the domain from a
browser on your device. When you access the download page from your device, only the download

package corresponding to the platform of your device will be shown. You can also pass on the
download link to the device or to somebody else. It is described in more details below: Customiz e
and share a _deployment link

Note

Before installation to a mobile device, make sure that your device has Internet connection, e.g.
you couldtryto goto thewww.wisemo.com web site from your device. If Internet connection is
turned off on your device, the installation of the Mobile Host will fail because it needs to retrieve
configuration and license information from your myCloud domain via the Internet.

Note

Changes of the deployment configuration are not applied to already deployed and completed
installations, so you must deploy and re -install for such change s to take effect.

Note

For Windows CE (Compact Embedded) devices, the CAB file may not be available from the
myCloud Deployment tab. It is however possible to receive a CAB file and to manually configure

it to use myCloud, so you can reach the Win CE device via myCloud. Request a free trial here ,
whi ch will give you link to the correct download page, and needed trial license keys.

Configuration for myCloud is done manually, see chapter 4.5. If you cannot find a CAB file for

your device, please contact us at support@wisemo.com . We will be happy to create one for you,

and we can also help you get it configured to work with your myCloud domain.
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4. Connect via myCloud

After having successfully deployed the Host module and perhaps the Guest module, you can
connect Guests to Hosts via the Internet using the myCloud service.

The procedure for connecting a Guest to a Host depends on the type of Guest module you use.
The myCloud service has a built  -in Browser Guest, which is described in more details below.

For other types of Guests, a brief example is shown in this document . For a detailed description on
how to operate the various Guest modules , please refer to the Guide for the Guest module

Windows Guest Guide  (pdf) iOS Guest Guide  (pdf) Android Guest Guide _ (pdf)

4 . 1 Connect to Host from the Browser Guest

To use the Guest functionality that comes as part of your myCloud domain, log -in from a
supported Browser * and go to the Guesttab  (please refer to 4.1.1 for first time use). F ind the
applicable remote computer in the list of currently Online hosts and clickthe Remote Desktop
button to access the Host and star  tremote desktop controlling the Host computer or device

TOU i SIgHEd I as L 2idn vut |

\\\\\\Wi seMO Domain: Wisemo Demo Internal

Guest Deploy

Online hosts

A Search hosts

Computer User name Operating System ‘ Sharing ‘ Start Session
= — Remote Desktop hints:
DEVO7-VISTA N Windows Vist Remote Desktop -
‘g [No user] (ndows Yista ﬁ = - Click "Remote desktop”
§ cr9195 - 0s0D Anne Katrine Ande Android 4.2 (Jelly Bean) ﬁ "= Remote Deskiop - button to start @ new session
J— e right away.
— Select a host to configure its
& oLe-pELLT spa Windows 7 Share " Remote Desktop - connection properties before
Toinitiate a File Transfer, Chat or Remote Management session click the down button : i

Now you can select the applicable session type from the list:

File Transfer

Remwote Management

You can press the update button to manually refresh the @
otherwise automatically updated list of Hosts
“Note

Available features depend on the Browser and the Operating system the Browser Guest is being
used from. You can use  the Chrome browser on Windows, Mac and Linux computers, and you will

be able to do Remote Desktop Control, Chat and Remote Management. On Wi ndows PCs, you can
also use Browsers that support ActiveX or NPAPI plug -ins, for example IE and Pale Moon . From
such environment s you can also do File Transfer ( File Transfer is also available from the installable

Windows Desktop Guest module) .
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4.1.1 First run of the Browser Guest tab

The first time you login from the browser on your computer , you are met with a requirement to

install or update a plug  -inmodule 71 you needto accept the download and that such plug -in module
is permitted to run, in order to u tilize the built -in Browser Guest functionality. After installation /
permission, you may need to restart your Browser and re -connect to your myCloud domain.

(As an alternative to using a browser on Windows, install the Windows Desktop Guest module).

4.1. 2 Remote control

3* Properties

11:50

> A 4 fl00

*

Favorites

2

Contacts

SAMSUNG

@ [May 17, 16:03:08] Authenticated on WiseMo Host OK

When connecting to a Host from the myCloud Guest tab,

a separate browser tab is opened to show

the session with the remote Host computer or device. In above example the Host module is
running on an Android based Smartphone. An image of th e device is shown (called a skin) and the
buttons on the skin is active, and the desktop of t

From the Control panel at the top, you can disconnect, toggle between actual size and fishrink to fit
mode 0, pass certain keystroke combinations to the Host (as  supported by the Host), manually send
or receive clipboard, access the Connection Properties for the Host, as well as launch other

sessions with the Host  simultaneously , for example start File Transfer, Remote Management and
Chat session s.
{2y GT-19195 - 050D - WiseMo File Manager — O | B |
When using the File Transfer i‘a j;té% “’P‘j”"‘ -
. . IR A = Bla|=
feature, you will see a Spllt = @()IE—DEIIT [ <GT19195 - 050D >
screen window, showing your EER MICEE M
H H . Name / Ext Size Date Att. Name 7 Ext Size Date Att.
CompUterS dlreCtorIeS and flles tO <DIR> 0 Bytes 26-01-201512:42 re-- (= <DIR> 0 Bytes 14-02-2016 21:08
the left and the directories and (2 Desktop <DIR> 0Bytes 27-04-20160528  r-h- 220140509 15.. mpd 172679641, 09-05-2014 15:22
. [(dDocuments  <DIR> 0Bytes 26-03-20101416 - 2011117 20, jpg 182137 Bytes 17-11-2014 2137
files of the remote Host to the gDuwn\wds <DIR> 0Bytes 14-07-200906:41 - 2011117 20, jpg 184142 Bytes 17-11-2014 2138
. ' . Fovorites  <DIR> 0Bytes 14-07-20090404  r-h- 20081117 20.. 177840 Bytes  17-11-2014 2138
rlght. Select a file or dll’eCtOfy [ Libraries <DIR> 0Bytes 31-10-20131337  r+h- 1 20151013 15... ::3 2157984 By... 13-10-201515:38
. CiMusic i - M7 20151085 15.. 1102015 15:
anddragit totheta rget. A Ay ot SR g nney 12003500
[dRecorded TV <DIR> 0Bytes 02-08-201010:28  r—— 20151027 10... jpg 1354253 By.. 27-10-201511:00
[ videos <DIR> 0Bytes 14-07-200906:41 - 20151027 354268 By.. 27-10-20151107
Remote Management allows you & desktop ini 174Bytes 140720090641 -ahs 720160220, :3 1775811 B; 20-02-2016 1652
work on the remote computer or 7 ntuser dat 262144 Bytes 260120151242  -a-- 720160220, Py 1964223 By.. 20-02-201616552
| ntuserdst  LOGL 5120 Bytes 26-01-20151243  -shs 4120160220 1993121 By.. 20-02-2016 1652
device without the need to open [ ntuserdst  LOG2 0Bytes 26-01-20151242  -shs [+ 20160220 15, ,z; 1983760 B; 20-02-2016 16:52
| ntuserdat{L... bif 65536 Bytes 26-01-201512:42  -shs
the remote deSktOp. You may | ntuserdat{l.. regtr. 524288 Bytes 26-01-20151242  -shs
. [ Intuserdst{l.. regtr. 524288 Bytes 26-01-20151242  -shs
see a list of processes and Dlvtwmdafl, o @560y 0LAB102  ahe
services running, work on the Do e o mom1zE e
registry, collect an inventory of
and execute 0 bytes in 0 selected file(s) 2152262 bytes in 1 selected file(s)

the Host computer,
program s and much more (subject to

the type of Host).

The Chat feature allows for a dialog between Guest and Host user.
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4.1. 3 Connection Properties
From the built -in Browser Guest, a number of Connection Properties (including login credentials

and display pref erences) can be configured for each Host listed. Select a Host in the list and modify
the quick access settings for the next connection. This is done from the window shown to th e right,
after selecting a Host.

wW\wisemo

Guest | Deploy

Online hosts

# Search hosts

oo e TrEme e | B ‘ Start Session GT19505-7E20
B Grissos- 7e20 Samsung Galaxy 54 Android 4.3 (Jelly Bean) =l << Show all properties
i) ‘ q @ b ow Displaying items 1 - 1 of 1 | | User name:

Password:

Domain or LDAP server:

Remote desktop:
Shrink te window

I't is also possi bl e t grogettiesclikk topparmandntty mod8yh o w ahdvdilable
connection properties fors  ubsequent sessions to this Host. Below is listed the various settings.
Remember to press the Save button, w hen you have made a change.

Connection properties: GT-19505 - 7E20
Host authentication

Remote desktop

You are required to authenticate on host to start a session. You can store the authentication parameters on the server to apply

Remote screen transfer them automatically on each connection.

Keyboard
User name:
Mouse
Host protection Password:
Encryption
Password will not be saved on the server.
Skins
Domain or LDAP server:
Clipboard

Host authentication

You can s ave logon credentials like User name, password and domain, which are then
automatically passed across to the Host, during the connection process, when the Host require
credentials . If one or more required credential is missing, you will be pro mpted to ente r such.

Please also referto section 4.1.4 Guest Ac cess Security , found later in this document.

Remote Desktop

Controls whether you  as default want to see
the complete Host desktop in the remote & Shrink remote desktop to fit window

COntrOI WindOW (Shrink to flt WindOW) or yOU [ Scroll remote desktop automatically when mouse comes close to the borders
prefer toseet he actual size of the remote
desktop withinthe  boundaries of your browser window. You can also toggle between those two
modes while connected with a Host.

Remote desktop

For Host desktops larger than your remote control window, the desktop are scrolled as default , as
yo u move the mouse near to the borders of the remote control window. Switch this setting off, if
you do not prefer auto scroll.
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Remote screen transfer

Settings that help s you optimize screen
transfer. Typlca”y you can galn better [Zl Enable remote desktop optimizations

Speed Of screen transfer by Sacriﬁcing The optimization will turn off some features on the Host while connected. This will increase the
screen quallty Move the Image quahty performance. These features are wallpaper image, menu animation, full window drag, etc.
Slider towar dS more Speed as Iong as yOU Connection settings below will be applied only when host screen transferred as bitmap:
feel the screen qua lity is sufficient for you r Limit number of bitmap colors:

purpose . Available optimizat  ion options Use actual colors ~
depend s on the type of Hostyou  are Image quality:

connected to. quality speed

Keyboard

Controls if system  type keyboard events
are trans fere_d or nOt' lf yOU expe”ence [+ Send system keyboard events (like Alt-Tab, Ctrl-Esc, etc) to host instead of local
problems getting keystrokes across, try computer

switching t h eUsdiGuest keyboard layout 0 | use Guest keyboard layout

. If your keyboard and the Host keyboard are different, some keystrokes on your computer may come out
Settlng . wrong on the Host computer. To avoid this, select this checkbox.

Mouse

Optim ization features. Controls if your
mouse movements are transferred or just 1 Send mouse movements
your mouse clicks and mouse drag. You Uncheck it to save tran
can also decide to see on the Guest side remote Host.

how the mouse on the Hostside  moves L] Show remote mouse movements

The movements of the Host mouse will be shown only when your mouse cursor is inside the remote
control window.

nission bandwidth - only your mouse clicks and drags will be sent to

Host protection
Lock the Host keyboard and mouse, and

possibly blank the display on the Host, to

If you don't want remote user to interfere you can disable some of the Host computer

ensure your privacy (subject to being functionality:
unctionality:
support ed by the Host type ). You can also
prevent simultaneous acccess from other [ Lock keyboard and mouse on Host

. . [ Blank screen on Host
Guest users, if the Host permits such

[ Suspend access for additional Guests

Encryption
Allows you to decide your preferred
encryption level, which is then used if the Choose preferred encryption level:

Hostissetupto allow this level.
Ultimately, it is the settings of the Host
that decides what level you are permitted ® Very High (recommended)

to use. 256 bit AES encryption and 2048 bit dynamic key exchange using the Diffie-Hellman method.

O No encryption
(O Classic encryption

Skins

When connected to a device, for example a
mobile ph one, a nimage (skin) of the
phone is downloaded and shown on your
computer. Buttons on the skin are active,
and the remote desktop is shown within

the skin. You can disable this function and
also specify the use of a specfic skin.

&4 Enable skins
By default skin depends on device. But you can specify the necessary skin manually.
Select skin:

Clipboard
Controls if automatic transfer of the

clipboard is permitted between Guest and
Host. This is g reat for efficient Ctrl+c,

& Transfer clipboard between Guest and Host automatically

Ctrl+v operations between Guest and Host Max size of clipboard to transfer automatically:

computer. The automatic feature cannot 300000

know if you intend to auto -transfer content

placed into the clipboard during a remote control session, so if you handle sensitive data, you may

want to switch off automatic transfer of clipboard.

You can define the maximum size of a clipboard (in bytes) you want transfe rred automat ically, for
example t o avoid automatic transfer of very large items, which may slow down performance.
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4.1. 4 Guest access security

When the connection between
Guest user for logon credentials

any Guest type and a Hostis established, the Host may prompt the

to prevent unauthorized access.

With a default installation  of the Windows or Mac Host froma myCloud link , members of the local
Administrators group on the Host computer , and for Mac, also the Root account, are granted full
access. The Host uses Windows  / Mac Security Management to verify the logon credentials that the
Guest user has provided  (user name, password and for Windows a domain) . For the local
Administrators group, you must login with a user who is a member of the local Administrators

group, e.g fiadmi ni;dotWirdows rtohe domain name wil|l be the
When connecting from  the Guest, the domain name can be left blank , as it will assume that the
domain name is the local computer

Host 6s Col

The default installation of Mobile Hosts will cause the Host to prompt the device user for an
authentication password on the first launch, and it is setup to require Confirm Access (make sure
to modify th is default settings if the Host is run ning on an un -attended device).

The Host security settingsc  an be modified on the Host in many ways to accommodate for your
specific security needs. The Windows or Mac Host is configured directly in the user interface while
the Mobile Host is configured via its user interface and  the Mobile Host  Configuration Manager
install ed on a Windows computer.

The Host security settings that are deployed via the myCloud links can be changed by uploading
customized configuration files to the myCloud service before the installation (please review the
Customize and share of deployment link chapter).

For more details on how to configure Hosts for authentication of Guests and what an authenticated
Guest user is permitted to do, please refer to the documentation for the individual Host t ype:

Windows Host  (pdf) Android Host _ (pdf) Win Mobile/CE Host  (pdf) Mac Host  (pdf)

4 .2 Connect to Host from the Windows Guest

Download the Windows Guest and run the installation. After Wiseho RS - Configuraion Wizard -
installation, open the Guest program and f ollow the instructions Cloud urer account e <
in the configuration wizard. IF the Guest was not deployed from -t
a myCloud domain,  select Yes to configure settings to log on to R

myCloud. Then enter your myCloud User account credentials p—

(emai | address and password).
Finish on the last page.

Complete the wizard and press

[¥]save password

Forqot password

myCloud i a subscription service and requires a user account. You can create an account
and test myCloud for free without any obligations or commitments.

Select the dnyCloud connections 6item found in the Remote
Control menu in the left pane . The right pane will show a list of

Create an sccount

myCloud enabled Hosts for the domain you are logge d on to.

Notice, if not already \\\r/, :Hﬂm — WiseMo Remote Desktop Guest S:W-' ol
logged on to myCloud, — R rap— '
you can log on from the o 2 Byl X

myCloud Domain drop -

Remote  File Chat
Desktop Transfer
Session

Collet  Send  Run
Management | Inventory Message Program Command ~

Command

Execute | Disconnect

Action

down list. Enter your remote Contror I
myCloud User account Host Connectivty
myCloud connections =T —
. )} my
credentials. Wy All connections I
% Phone book Sessions Host 1D User Name Operating system
. & DEVO7-VISTA spa Windows Vista
Select a Host in the Configuration [Y<L TS GT-19195 - 050D Anne Katrine Ande Android 4.2 (Jelly Bean)
: [ Program options (] _ GTI9505-7E20 Samsung Galaxy 54 Android 4.3 Celly Bean)
rlght pane’ and dOUble B User interface [ ] (?  LGD8s5-5C61 G3 Android 5.0 (L)
i i xs & OLE-DELL7 spa Windows 7
click it to start a Remote “ ;Ss::d CRl) 7 SYMBOLSD Symbolsd Windows Mobile 5.0
Desktop Control B Remote Desktop &< TP4560 e Windows 10
session 3 Local Resources

You can also right -click on a Host and select which type of session to initiate, or use the buttons in

the Ribbon bar at the top.
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http://download.wisemo.com/download/Windows_Host_Guide_EN.pdf
http://download.wisemo.com/download/Android_Host_Guide_EN.pdf
http://download.wisemo.com/download/WinmobileCE_Host_Guide_EN.pdf
https://download.wisemo.com/download/Mac_Host_Guide_EN.pdf

Current connections and session tasks are shown as icons in the Sessions column, as it is possible
to be connected to multiple Hos ts simultaneously, and for each Host connected to, there can be
multiple session tasks active at the same time.

The above shows the myCloud Hosts in a list view T notice that each text column can be sorted,
and that you can change to icon view (s) .

While the Guest is waiting for a connection to
be established the following screen will be
shown:

The meaning of this time interval is described in
the Pollinterval chapter.

When connected you may be prompted for login credentials and perhaps have to wait for
permission by a user on the distant computer, depending on the security configuration of the Host:

Authentication method: Shared password Confirm Access

: e
wwisemo Wwwisemo

Log on to: GT-19505 - 7E20

Waiting for user on GT-19505 - 7E20 to confirm Access.

Passwaord: I |
' L
I
[ Log on J [ Cancel
- I .J
You have other possibilities for connecting to a Host from the Windows Desktop Guest. This
includes selectingth e my Cl oud Communi cation profile on the AAIIl conn
creating Phonebook entries f r, ahereyobhaso seledito nse b othekmyClaue n u
Communication profile. For more details about the Windows Guest consult its tutorial here .

4 .3 Connect to Host from the iOS Guest

The iOS Guest is available on Appl eds A pGotoRppciore and install the WiseMo Remote
Desktop Guest on your  iPhone oriPad .

OpentheiOS Guest,f ol | ow the Welcome wizard and select fAConfigure
Press | have an account and provide your myCloud User account credentials.
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